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Abstract—Currently, there are over 2500 phasor measurement 
units (PMUs) installed in the East, West, and Texas interconnec-
tions in the USA, enabling wide-area situational awareness. One 
of the major concerns in industry is the susceptibility of syn-
chrophasor systems to timing intrusion (TI) attacks. As exam-
ples, such TIs may result from compromised timing signal re-
ceived from Global Positioning System (GPS), malicious attacks 
associated with the time stamp assigned to the PMU streaming 
values, or induced latency or other disruptions in the transmis-
sion of synchrophasor frames. TI attacks may invalidate meas-
urements of key electrical quantities, and may consequently 
incapacitate vital control functions. In order to provide a solu-
tion to TI detection and mitigation, a TI management testbed is 
implemented to evaluate the resilience of synchrophasor systems 
against TI attacks. The functional specifications, implementation 
details of the TI evaluation testbed, as well as associated testing 
tools are introduced and discussed. Initial test use cases are de-
fined, the results are presented, and future developments are 
outlined. 

Index Terms—Cyber-physical system, cybersecurity, smart grid, 
synchrophasor, timing intrusion 

I. INTRODUCTION 

The analysis of the causes of the North America blackout 
on August 14, 2003 has exposed that legacy Energy Manage-
ment System (EMS) design is inadequate for tracking extreme 
dynamic events causing major blackouts in the power system 
[1]. This inadequacy is due to the lack of precise time-
synchronization among SCADA measurements, and low scan 
rate, which together failed to offer effective representation of 
fast evolving dynamics in the grid. As a result, synchrophasor 
system technology was introduced for wide area monitoring, 
protection, and control (WAMPAC) applications. The syn-
chrophasor systems are deployed to supplement EMS at nearly 
all Independent System Operators (ISOs)/Regional Transmis-
sion Organizations (RTOs), and many Transmission Owners 
(TOs) in the US [2]-[4]. The prominent use of synchrophasor 
technologies is also evident worldwide in China, and Europe 
with ambitious deployment plans in India and Brazil [5]-[10]. 

The synchrophasor system is capable of GPS-time syn-
chronized waveform sampling and calculation of phasor pa-
rameters [11]-[13], which enable synchrophasor system to 
provide a high-fidelity, high-resolution, and real-time reflec-
tion of power system operating conditions. A large variety of 
control applications may benefit from synchrophasor system 
[14]-[17]. Therefore, the advantage of synchrophasor system 
over SCADA system substantially depends on the reliable 
provision of high-precision GPS timing information.  

As a cyber-physical system, synchrophasor system is sus-
ceptible to TI attacks. Starting from the GPS clock receivers, 
the timing information in synchrophasor system is transmitted 
together with phasor parameters in an encapsulated data 
stream [11],[12] generated by each phasor measurement unit 
(PMU), or PMU-enabled device such as relays or fault record-
ers. Timing information is then collected by phasor data con-
centrators (PDCs), and eventually utilized by end-use syn-
chrophasor applications, as needed. Along this path from the 
clock receivers and individual PMU to PDCs and end-use 
application, TI attacks may target the nodes (e.g. GPS receiv-
ers, PMUs, PDCs), and/or the links connecting the nodes (e.g. 
communication channels. 

Prior work aims to evaluate the impact of TI attacks on in-
dividual component in the aforementioned path of synchro-
phasor streams. Paper [18] evaluates the impact of instrument 
transformers on PMU end-to-end testing. Papers [19]-[21] 
evaluate the impact of TI attacks on GPS clocks. Reference 
[22] discusses the timing attacks on PMUs, PDCs, and com-
munication links. The aforementioned work focuses on the 
evaluation of TI attack on individual components. The TI at-
tacks in a synchrophasor system should be detected and locat-
ed for any other field evaluation strategies can be deployed, 
and comprehensive approach to TI attack detection and loca-
tion functionality is missing in prior work. 

Moreover, studies have shown that synchrophasor applica-
tions can be affected by TI attacks, and the sensitivity of an 
application under TI attack varies. For example, paper [23] 
illustrated how undetected TI attacks may adversely affect 
linear state estimation application. Reference [24] demonstrat-



ed how synchrophasor-based applications can be impaired by 
GPS spoofing, and this is done by comparing the outcomes of 
the same synchrophasor application running on two streams of 
synchrophasors, one from a commercial PMU with reference 
timing input, and the other one from a commercial PMU with 
spoofed timing input. This approach assumes that commercial 
PMU output can be used as the synchrophasor reference. 
However, despite provision of TI-immune timing input, the 
quality of commercial PMU output cannot be guaranteed es-
pecially when the PMU is subject to non-standardized wave-
forms from the real power system.  

In summary, regardless of various tools and synchrophasor 
testbeds that are developed so far [25]-[27], comprehensive 
methodologies for TI attack detection and assessment of the 
impact on end-to-end synchrophasor system and applications 
are not readily available. To fill this gap, the work described in 
this paper offers several benefits. The contribution of this pa-
per are related to the development of a novel testbed setup. In 
addition, methodologies, testing tools, and test plans for de-
tecting TI attacks on synchrophasor system nodes and links, 
and evaluating the impact on end-use synchrophasor applica-
tions as the faulty timing propagates through the entire system 
are implemented and utilized. 

The rest of the paper is organized as follows: Section II 
discusses the test methodologies and the TI evaluation testbed 
features. The nested testing strategy is proposed to locate TI 
attacks and assess their impacts on synchrophasor applica-
tions. The necessary components, including hardware, soft-
ware, and protocols for the TI evaluation are introduced in 
Section III. Section IV offers results of initial TI resilience 
evaluation, including the metrics and use cases. Section V 
outlines conclusions.  

II. TEST METHODOLOGY FOR DETECTING TI ATTACKS 

AND EVALUATING THEIR IMPACTS 

A. Timing Intrusion Definitions 

Timing intrusion refers to the situations where one or more 
of the timing requirements in a synchrophasor system are vio-
lated. Compromised timing information can be intentionally 
exploited, putting the synchrophasor system and application 
integrity at risk. Malicious attacks on timing information 
paths, as well as other types of cyber-attacks, may be aimed to 
disrupt, destroy, and shut down the power system. The TI at-
tacks may be initiated through GPS spoofing, breaching into 
secure network by lures (e.g. spam emails) to install Trojan 
horses, malware, etc. An example of a sophisticated mal-
intended intrusion is the 2015 cyber-attack on the Ukrainian 
power grid [28].  

The TI attack surfaces consist of the components of the in-
frastructure nodes (devices) and links (communication chan-
nels between nodes). The two locations most vulnerable to TI 
attack are the substation and control center. At each location, 
there are different nodes and links open to a TI attack. In a 
substation, there are GPS clock receivers, PMUs, PDCs, and 
network hardware, and in a control center, there may also be 
GPS clock receivers, PDC, and front-end processor, as well as 
applications.  

TI attacks may be carried out by numerous methods in-
cluding blocking/spoofing/meaconing GPS clock signal, falsi-
fying timestamps, altering the synchrophasor streams, inject-
ing junk packet or delaying original packets, and so on. Figure 
1 illustrates TI attack surfaces and some attack vectors in syn-
chrophasor nodes and links. 

 
Figure 1. TI Attacks on synchrohpasor nodes and links 

The resilience of a synchrophasor system should be evalu-
ated end-to-end, starting from individual GPS clock receivers 
and PMUs, through the synchrophasor streaming network, to 
PDCs, all the way to the end-use applications. If any compo-
nent in this end-to-end chain is susceptible to TI attacks, the 
synchrophasor system’s trustworthiness should be deemed 
ineffective. The contribution of this paper is in describing de-
veloped testbed features and methods for detecting and evalu-
ating the impact of TI in both laboratory and field environ-
ment.  

B. TI Intrusion Detection and Evaluation Procedure 

A hierarchical description of the proposed TI detection and 
evaluation methodology is illustrated in Figure 2. The details 
of each block will be discussed in the corresponding subsec-
tions. 

 
Figure 2. Schematic of proposed methodology for TI detection and evaluation 

C. TI Detection and Confirmation 

The synchrophasor measurements collected from the out-
puts of GPS clock receivers and PMUs/PDCs under test in a 
substation and/or in a control center are assessed by compar-
ing them with outputs from the reference PMU/PDC tools that 
are installed temporarily or permanently at a given substation 



for evaluation purposes. Their timing source is provided by a 
separate timing module capable of detecting GPS intrusions as 
well as creating an accurate holdover and is therefore consid-
ered free from attack. This timing module is also being devel-
oped as part of the same project and is described in a compan-
ion paper [29]. The reference PMU, also called “Gold PMU” 
is developed using specialized synchrophasor algorithms [30]-
[35], and reference communication protocol model is also 
developed for the most common communication protocols. 
The reference PDC is implemented using a commercial PDC 
with a reference timing module which is capable of detecting 
and mitigating TI attacks and provides uncompromised time-
reference to the PDC.  

Figure 3 shows a simplified view of the lab test system 
which is an exact replica of the production system running in 
parallel with the reference system. When irregularities are 
detected, the test system is switched to the troubleshooting 
stage, in which a portable test set is used to replay known 
voltage and current waveforms to locate the discrepancy by 
performing nested end-to-end testing.  

In normal operation, the reference timing source, reference 
PMU, reference communication protocol model, reference 
PDC and reference application, as well as the associated com-
parison and alarming software are running in parallel with the 
production system by monitoring in real time corresponding 
module inputs and outputs. Alarm is generated by reference 
timing module when such comparison show discrepancies and 
TI attack is suspected. If tampered clock or timestamps are 
detected, they are corrected and used by reference PMU and 
PDC as reliable timing information.  

End-to-end testing using the test set can be performed 
when new synchrophasor equipment is commissioned in field, 
or new applications are deployed in a control center. The test 
can also be implemented periodically, i.e. as a maintenance 
test, to detect any hidden anomalies, such as dormant timing 
intrusion. The test set is also used when the TI detection logic 
suspects an intrusion.  

 
Figure 3. The use of reference tools for TI detection and confirmation 

D. Nested End-to-End Testing 

To evaluate the end-to-end integrity of a synchrophasor 
system, this paper introduces the concept of nested testing for 
synchrophasor applications. While the basic idea is somewhat 
trivial, the complexity of this testing methodology is in devel-
oping the detection logic for accurately evaluating all compo-
nents of a system layer by layer with a top-to-bottom ap-
proach, as shown in Figure 4. 

Starting with the timing clock reference, i.e. GNSS clock 
receiver, the span of the test loop is gradually increased to 

include PMUs, PDCs, communications network and finally 
the end-user application. We have not only developed a test 
strategy, but also the comparison logic, the portable test set 
and hardware/software reference modules,  as well as a cali-
bration laboratory to determine the impact of TI on a synchro-
phasor system using nested testing. The developed synchro-
phasor testbed used for PMU testing and calibration consists 
of a timing reference comparison and confirmation system, 
including a GPS antenna and receiver (timing reference), a 
signal generator, power amplifiers for grid simulator interfac-
ing, data management and result analytics tools. The timing 
system provides a reference of an uncompromised GPS signal 
and time-code to both the calibration system and device under 
test. The lab setup is used to calibrate and characterize both 
the Field Test Set as well as some commercial PMUs and 
PDCs before their performance is evaluated in a field setup. 

 
 

Figure 4. Nested testing strategy enabling End-to-End testing of 
synchrophasor system 

A simplified version of the test setup is depicted in Figure 
5. The Field Test Set, served as reference signal generator, 
provides analog waveforms corresponding to a specific test 
scenario to feed both the Device Under Test (DUT) and a ref-
erence PMU. As mentioned earlier, the reference PMU, 
termed Gold PMU described in III.B, is a phasor measurement 
unit providing accurate (reference) synchrophasor data by 
utilizing a set of reference algorithms. The data stream out of 
both devices are aggregated and sent to the TI detection logic 
software to perform the comparison. For the full extent of the 
nested testing scheme shown in Figure 4, test switches are 
included in the loop as shown in Figure 5 to allow the use of 
two different GPS clock inputs to each module and consecu-
tively evaluate TI impact at the timing source. Similarly, test 
switches are available to choose either the field waveforms or 
replayed waveforms from FTS when feeding PMUs in the 
field. The test system also meets the requirements outlined in 
the IEEE Test Suite Specification (TSS) [36]. 

E. Type Test vs. Application Test 

Once the possibility of TI is detected, two categories of 
tests are used to determine the TI impact on the system, name-
ly type tests and application tests. Due to the time-sensitive 
nature of synchrophasors, it is imperative to ensure precisely 
timed waveform replay by the reference signal generator also 
called Field test Set (FTS), as well as measuring or time-stamp 
aligning of data by the PMU and PDC, respectively. The sys-
tem can only be evaluated accurately if the timing precision of 
each element used for evaluation is warranted. The impact of 
inaccurate replay emulating the GPS clock delay in a steady 
state test is simulated in Figure 6 as a function of phase dis-
placement. TVE is defined in the IEEE standard [11] as:  



 
Where  and  are the sequence values estimated by 
the unit under test.  and  are the theoretical se-
quence values of the input signal at time (n). 

Clock
Receiver

GNSS Signal

Field Test
Set DUT

Reference

Timing Source
Analog Signals
C37.118.2 Stream

Antenna

Test Switches

Time 
Reference 

Module

 

Figure 5. Simplified block diagram of test setup 

 
Figure 6. TVE impact caused by timing source delay 

Type tests are standardized according to [11], [12] and in-
tended to verify the quality of the internal design of a PMU. 
Figure 7 shows the test set connected to the synchrophasor 
system components being attacked. By comparing the outputs 
from each component with the outputs from reference GPS 
clock, PMU and PDC, and communication and application 
models the TI impact can be evaluated starting from the tim-
ing source, PMU, substation PDC, and to control center (CC) 
PDC and eventually the power system application at hand. 

Application tests may be used for analysis of an impact on 
an end-user application, such as fault location [14], small sig-
nal stability [15], voltage stability [16], and model validation 
[17]. This form of testing is based on replaying waveforms 
that are either simulated or recorded and directly correspond to 
an event relevant for a specific application. To illustrate the 
test concept, we use the fault location application as an exam-
ple. A known waveform from a pre-selected fault scenario is 
replayed to the system under test while running a fault-

location application at the control center. A compromised GPS 
signal, or rigged timestamps in data stream will lead to an 
unexpected error (gross mis-location) of the fault, which can 
be used to evaluate how much this form of intrusion impacts 
the application. 

 
Figure 7. End-to-end testing paradigm for type test 

Another benefit for this form of testing can be found in the 
assessment of dynamic behavior of PMUs exposed to dynamic 
waveforms or fault scenarios, which unlocks a whole new 
potential of dynamic testing capable of revealing insufficient 
ability of PMUs to capture complex waveform changes on 
much more realistic signal interaction time-scale than conven-
tional type tests. The underlying test signals for the application 
tests are stored as analog waveform samples, which may cap-
ture many unfolding time domain details of measured or simu-
lated power system conditions that can profoundly affect the 
phasor calculation, including DC offset subharmonic, harmon-
ics and high frequency transients. Learning about the applica-
tion performance under such dynamic conditions can help in 
setting the thresholds for detecting the measurement errors to 
help differentiate TI attacks.  

III. CALIBRATION LAB AND FIELD TESTING 

The aforementioned tests can be performed on a produc-
tion system in a lab as well as in the field, i.e. substation, con-
trol center or other synchrophasor test environment. The pur-
pose of each test environment is quite different. We developed 
a calibration system whose function is similar to Figure 4, 
which has been assessed by NIST to define uncertainties 
needed to meet calibration standards according to the IEEE 
ICAP program [36]. The reference signal generator provides 
nominal analog test signals, which are 70V and 5A for voltage 
and current respectively. The main purpose of this form of 
testing is to evaluate the behavior of the devices under test and 
monitor the impact of TI for known input signals under the 
attack scenarios. This exposes possible device malfunctions 
and helps tune test parameters for the field test. 

The FTS is a portable version of the calibration laboratory 
with additional functionality to meet the requirements im-
posed by tests performed in a field environment. Small power 
signal waveforms are used to suspend the need for amplifiers 
to maintain a portable design, which bypasses the auxiliary 
transformers and feeds directly into the PMUs secondary in-
put. This eliminates the uncertainty introduced by the trans-
formers and amplifiers. The basic setup of the test loop is the 
same as in Figure 3. The procedure is constrained by factors 
imposed by the uncertain nature of field measurements. As 
opposed to the lab, the main purpose is to detect impacts 
linked to TI attacks and locate the intrusion accordingly. The 
field equipment and the status of all its components when in-



stalled and after continued service for an extended period is 
usually unknown. In addition, some updates of the system 
may include adding new components or reconfiguring existing 
ones, introducing slightly different base performance. The 
associated standards, guides and recommendations for field-
testing may also evolve. For that reason, field-testing method-
ology has three different steps: 

• Commissioning Test: This test characterizes and calibrates 
an installed system with all its components to establish the 
reference system condition for any future TI testing. It usu-
ally consists of a full suite of type- and possibly some appli-
cations tests, and is performed in controlled non-attack envi-
ronment. 

• In-field Test: Also referred to as a periodic maintenance test 
may be performed during normal operation or periodically 
recurring system maintenance sessions to ensure safe and 
reliable operation. This test can be used to re-calibrate the 
system and detect any hidden anomalies, i.e. dormant timing 
intrusion by comparison with the commissioning test results. 

• Troubleshooting Test: Being aware of a certain problem in 
the system either by performing an In-field test or through 
some TI detection approach, the test scheme and especially 
the replayed analog waveforms can be tailored to accurately 
locate the source and/or extent of a TI impact by trouble-
shooting the problem to determine the counter measures.  

IV. IMPLEMENTATION OF TI MANAGEMENT TESTBED 

To achieve the aforementioned functionalities of TI man-
agement testbed, TI evaluation tools including hardware mod-
ules and software packages that integrate the hardware mod-
ules are developed. They are described next.  

A. Field Calibrator 

The Field Calibrator uses a National Instruments Com-
pactRIO (cRIO) 9082 with the following modules to achieve 
its functionalities:  

• NI 9567 – GPS receiver: This card is connected to GPS 
antenna when using GPS/GNSS as the primary timing 
source. 

• NI 9263×2– Analog Outputs: These cards are used for the 
analog waveform generation necessary to perform the dif-
ferent kinds of testing and can provide a small voltage sig-
nal in the range of ±10V. Sampling rate: 100KS/s/ch simul-
taneously, 16Bit resolution [37] 

• NI 9402 – Digital In/Outputs: This card is used for synchro-
nizing the system with an IRIG-B or 1PPS timing source. It 
may also be used to provide trigger signals to the system 
under test or forward a 1PPS signal to other modules. 

The cRIO setup is packaged in a NI 9919 enclosure. The 
card inputs and outputs are internally connected to the back-
panel of the enclosure, where all cables in the field environ-
ment, i.e. substation 19” rack, are connected to. The overall 
setup of the Field Calibrator hardware platform is shown in 
Figures 8 and Figure 9. 

The Field Calibrator is uniquely designed to facilitate nest-
ed testing strategy, with GPS time-synchronization, communi-
cation with PMU/PDC, and central analysis module function-

alities. These functionalities cannot be achieved by any com-
mercial product, such as [38]. 

 
Figure 8. Field calibrator hardware setup 

 
Figure 9. Field calibrator back-panel 

B. Gold PMU 

The reference synchrophasor stream in the test strategy is 
provided by a dedicated device termed Reference PMU, or 
Gold PMU, indicating its superior synchrophasor estimation 
accuracy. Gold PMU receives uncompromised timing code 
described in [29].  

As shown in Figure 10, the Gold PMU consists of a GPS 
receiver, voltage/current measurement hardware modules and 
is empowered by high accuracy synchrophasor algorithms. 
Optionally, Gold PMU can be configured to accept alternative 
timing protocols, such as IRIG-B. The high accuracy of Gold 
PMU is enabled by an algorithm selection mechanism [30], 
allowing the most accurate algorithm associated with a partic-
ular type of input waveform to be leveraged. For each type of 
waveform, signal models are meticulously chosen to match 
the waveform, and algorithms are used or developed to 
achieve accurate phasor parameter calculation [31]-[35]. By 
doing so, reporting latency in various test conditions can be 
managed and minimized at the same time. 

 
Figure 10. Structure of Gold PMU 

The Gold PMU is implemented in National Instruments 
CompactRIO (cRIO) platform, shown in Figure 11, with re-
movable modules achieving the aforementioned functionali-
ties.  



• Host computer/Chassis is the enclosure for computation unit, 
data processing center, and slots where modules can be 
plugged in. 

• GPS card receives the raw timing code from GPS receiver, 
and decodes the information into 1PPS pulses and absolute 
timestamps. Alternatively, the GPS module can be replaced 
with digital I/O module if IRIG-B timecode is desired. 

• Data acquisition cards samples analog voltage and current 
waveforms, digitize the samples, and interface with Host 
Computer. 

 
Figure 11. Gold PMU implementation 

C. Integration of Field Calibrator and Gold PMU 

When a possible instance of an intrusion is detected, a 
nested testing scheme is performed to check the accuracy of 
PMUs and PDCs. The field calibrator generates the test sig-
nals for both Type test and Application test that are mentioned 
in previous section and feeds corresponding waveforms to the 
PMUs under test and the Gold PMU. The accuracy indices are 
calculated by comparing the outputs from PMUs, and PDCs 
with the Gold PMU and reference PDC respectively. The im-
plementation diagram of the field-testing scenario is shown in 
Figure 12. In Nested testing, the synchrophasor system com-
ponents are tested layer by layer from substation PMUs to 
control center PDCs to accurately locate the source of errors 
and evaluate the impact on the synchrophasor applications. 

 
Figure 12. Synchrophasor test system instrumented with FTS and Gold PMU 

V. METHODOLOGY FOR EVALUATING IMPACTS OF TI 

ATTACK ON SYNCHROPHASOR APPLICATIONS 

This section introduces the metrics, lab and field use cases 
where the aforementioned TI attack evaluation system and 
strategies are deployed. The impact of TI on a synchrophasor 
system is evaluated using type test and application test. A fault 

location algorithm is selected to evaluate the impact [14]. Ex-
amples of preliminary test results are provided below. 

A. Metrics for Evaluation of TI Detection Modules 

The goal of the developed modules is to correctly and ef-
fectively detect timing attacks without interfering with other 
functionalities of the system. When a TI attack occurs, indica-
tion of the occurrence of TI attack as well as any relevant in-
formation should be provided by the testbed modules. The 
metrics used to evaluate the TI impacts are: 

• TI detection trustworthiness. Quantified in detail by accura-
cy, false positive rate, and false negative rate. 

• TI detection latency. Control center should be notified when 
the synchrophasor system is subject to timing attacks. The 
latency between the initiation of timing attack and attack de-
tection should be minimized so that TI impact could be mit-
igated. 

• TI location. The knowledge of exactly where the TI attack 
takes place will facilitate quicker recovery of synchrophasor 
system after it has been attacked. 

B. Field Validation Use Case 

The field validation resembles the lab validation when the 
performance of the system under test as well as the form of 
attack is unknown. The following Use Cases are defined: 

• System characterization and calibration – Perform calibra-
tion testing on the system using type and application tests to 
characterize the systems behavior, and establish the thresh-
olds to prevent false TI detection. 

• Intrusion vs. failures in Timing Infrastructure – The TI de-
tection modules should be able to differentiate the intrusion 
from failures in regular operation conditions using FTS and 
reference PMU as described in Section II.B. 

• Integrity of Control Center Applications – Evaluate accura-
cy and behavior of fault location (example) application (or 
other corresponding events) using waveform reply testing. 

C. TI Impact Evaluation Using Type and Application Test 

As discussed in previous sections, TI attacks may be car-
ried out in various forms. One of the forms may be offsetting 
the timestamps in synchrophasor data stream. Amplitude 
modulation test, which is one of the dynamic tests in IEEE 
Standard [11], is used as an instance to show the impact. The 
total vector error (TVE in %) measures the accuracy of sy-
chrophasor calculation. Designate Noffset as the number of data 
frames being offset and Fs as the PMU data reporting rate, the 
time of offset is calculated as Noffset / Fs. 

The evaluation results when offsets are 1 and 2 are given 
in Figure 13. Comparing to the 3% required in standard the 
timestamp offset introduces significant error in data accuracy. 
This irregularity may indicate a TI. It can be used to trigger 
the troubleshooting mode in nested testing as described in 
Section II. 
A fault location (FL) method described in [14] is used to 
evaluate the TI impact on the application result. The FL 
method uses synchrophasor measurements during disturb-
ances obtained from PMUs sparsely located in the network. A 
simplified power network model of Idaho Power Company 



(IPC) is used to simulate the synchrophasor data during 
faults. The model was calibrated by comparing measurements 
from field recording devices to the simulated waveforms for 
the same event and the model was tuned to minimize any 
discrepancies. The measurements are obtained at Bus 1, 4 and 
7. The one-line diagram is shown in Figure 14. Three-phase 
fault scenarios are simulated on Line 1-2 with fault distance 
from 0 to 99% looking from Bus 1 in increment of 1%. 

 
Figure 13. Amplitude modulation test results with timestamp offset  

 
Figure 14. One-line diagram of simplified IPC system  

In evaluation of the application test, timestamps in PMU 
data stream during faults are offset by certain amount of time 
to simulate a scenario of timestamp falsification. Positive and 
negative time offsets are planted in consecutive data frames. 
The impact on estimated fault location result are evaluated 
when Noffset is 5 and 10, respectively. For the report rate of 60 
frames per second, the time offsets are 83 ms and 167 ms. The 
test results with and without TI are given in Figure 15 and 16, 
in which the impact is obvious. The maximum errors caused 
by the TI are 22% and 40% of line length. As an example, for 
a line of 50 miles, the error in FL result may end up to  show 
11 miles and 20 miles in the mentioned scenarios respectively. 
This also demonstrates that the proposed method for evaluat-
ing the impact of TI on applications is effective. 

 
Figure 15. Estimated fault location results when Noffset=5  

 
Figure 16. Estimated fault location results when Noffset=10 

VI. CONCLUSIONS 

In this paper, a testbed infrastructure to evaluate synchro-
phasor system resiliency against timing intrusion is intro-
duced. Test tools for performing lab and field tests are devel-
oped and described. The contributions are summarized as fol-
lows: 

• Novel timing intrusion management testbed, associated test 
tools and methods are developed for both lab and field envi-
ronment to detect and evaluate the impact of TI. 

• The impact of TI on a synchrophasor application is illustrat-
ed through a “nested testing” strategy, where the TI resilien-
cy can be assessed at a device-by-device, layer-by-layer in 
the synchrophasor system hierarchy. 

• In order to realize TI evaluation strategies, necessary tools 
and test protocols include Field End-to-End Calibrator, 
Gold PMU, communication protocol models, and test plans 
for the integral testing of synchrophasor system. 

• Use cases for TI resiliency evaluation are designed for both 
lab and field-testing environments. The preliminary test 
methodology and results illustrate the use of type and appli-
cation test, the efficacy of the synchrophasor testbed, and 
various features of the test method. 
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